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FAULT MANAGEMENT IN A VDSL NETWORK 

CLAIM OF PRIORITY 
[01] This application claims priority from U.S. Provisional Patent 
Application No. 60/222,791, filed August 1, 2000, entitled "Management of Virtual and 
Physical Network Inventories," which is hereby incorporated by reference, as is set forth in 
full in this document, for all purposes. 

CROSS-REFERENCES TO RELATED APPLICATIONS 

[02] This application is related to and claims the benefit of co-pending 

applications No. 09/ , , entitled "MANAGEMENT OF VIRTUAL AND PHYSICAL 

NETWORK INVENTORIES" (Atty. Docket No. 020366-077210US); No. 09/ , , 

entitled "PROVISIONING SYSTEM AND METHOD FOR AUTO-DISCOVERING 
CUSTOMER PREMISES EQUIPMENT IN ACTIVATING xDSL" (Atty. Docket No. 

020366-0773 lOUS); No. 09/ , , entitled "PERFORMANCE MODELING IN A VDSL 

NETWORK" (Atty. Docket No. 020366-07741 OUS); No. 09/ , , entitled "FAULT 

MANAGEMENT IN A VDSL NETWORK" (Atty. Docket No. 020366-07751 OUS); No. 

09/ , , entitled "PROACTIVE REPAIR PROCESS IN THE xDSL NETWORK (WITH 

A VDSL FOCUS)" (Atty. Docket No. 020366-07761 OUS); No. 09 / , , entitled 
"PROACTIVE SERVICE REQUEST MANAGEMENT AND MEASUREMENT" (Atty. 

Docket No. 020366-077710US), and No. 09/ , , entitled "LINKING ORDER ENTRY 

PROCESS TO REALTIME NETWORK INVENTORIES AND CAPACITIES" (Atty. 
Docket No. 0203 66-07781 OUS), all filed August 1, 2001, the disclosures of which are 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 
[03] The present invention relates to fault management of a broadband 

network and more specifically to fault management of a xDSL network. 

[04] As networks develop to provide more sophisticated services to 

consumers, such as broadband services including video, telephony, and data services, 



networks become more complicated to manage. Some network components include the 
ability to report problems to a central location. Also, some networks do not have this ability 
and rely on manual referrals from representatives who have inspected the network. Once 
receiving an indication of an alarm at the central location, a service representative manually 
5 filters and correlates the alarm. Although the network is able to report a failure, the network 
has little or no filtering or correlation capabilities and cannot automatically map the failure to 
the customers that would be affected by the failure. Thus, the service representative 
manually analyzes the failure, determines the cause of the failure, and correlates customers 
affected by the failure. In order to determine the cause and the customers affected, the 
10 service representative must have extensive knowledge of the network, the network topology, 
and customer records. 

[05] With the large number of alarms the service provider receives, the 
^^f process of analyzing an alarm becomes very time consuming and costly. Additionally, by the 
^11 time the problem is isolated, if the problem is isolated at all, another customer may have 

already called the service representative and had the problem isolated. Thus, all the efforts of 
the service representative analyzing the failure were wasted. 

brief summary of the invention 

6=1 [06] In one embodiment, a method for managing a plvirality of failures in a 

pP video and data network is provided. In one embodiment, the method includes discovering a 
;h' failure in the video and data network. The failure is correlated with the plurality of failures to 

determine related failures. A root cause of the failure is then isolated. Next, the related 

failures that were generated as a result of the root cause failure are suppressed. If the root 

cause is automatically resolvable, the root cause is resolved. 
25 [07] In one embodiment, the video and data network comprises a type of 

Digital Subscriber Line (xDSL) network, such as a Very high bit rate DSL (VDSL) network. 

[08] A further understanding of the nature and advantages of the invention 

herein may be realized by reference of the remaining portions in the specification and the 

attached drawings. 

30 

BRIEF DESCRIPTION OF THE DRAWINGS 
[09] Fig. 1 illustrates one embodiment of a video, data and/or telephony 
network, including a network element inventory; 

[10] Fig. 2 illustrates one embodiment of an xDSL network; 
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[11] Fig. 3 illustrates an overview of systems of one embodiment of a 
proactive network management system; 

[12] Fig. 4 illustrates one embodiment of a system for managing 
performance of a video, data and/or telephony network; 
5 [13] Fig. 5 illustrates an example of network information that may be used 

by a performance management system; 

[14] Fig. 6 illustrates one embodiment of a method for monitoring and 
managing service performance on a network; 

[15] Fig. 7 illustrates a chart of possible alarms; 
10 [16] Fig. 8 illustrates one embodiment of a method for monitoring and 

managing hard fault alarms; 

[17] Fig. 9 illustrates one embodiment of a method for monitoring and 
% managing soft fault alarms; 

4;i [18] Fig. 10 illustrates one embodiment of a method for proactively 

IJ managing a fault; and 

[19] Fig. 1 1 illustrates one embodiment of a method for managing a 

'Hi 

Si proactive repair process. 

Q 

flS DETAILED DESCRIPTION OF THE INVENTION 

1,0 [20] Fig, 1 illustrates a system 100 including a network 102 and a network 

f element inventory 106. As shown, network 102, an element management system 104, and 
network element inventory 106 are included. 

[21] Network 102 may be any network capable of delivering telephony, or 
high speed data to customers. In one embodiment, network 102 is a xDSL network capable 

25 of delivering telephony, video, and/or data to customers at high speeds. It is noted for 

purposes of understanding the present invention, the term xDSL is used as a broad label for 
identifying a number of different types of digital subscriber line (DSL) signal formats, such 
as rate adaptive DSL (RADSL), Asymmetric DSL (ADSL), high-bit-rate DSL (HDSL), and 
very-high-data-rate DSL (VDSL). Compatibility for two or more of these formats within the 

30 same distribution system may also be provided. 

[22] As shown, network 102 includes a shared network 108 and a plurality 
of customer networks 110, Customer networks 110 may be any network connecting the 
customer to shared network 108. A customer network in the plurality of customer networks 
110 may be an individual network for one customer or a network for a group of customers. 
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Network 102 includes a plurality of network elements that deliver video and data through 
network 102. 

[23] Shared network 108 may be any network that is shared among plurality 
of customer networks 110. Shared network 108 handles the flow of telephony, video, and/or 
5 data from a service provider and routes signals to plurality of customer networks 110, which 
in turn, routes the signals to individual customers. Additionally, shared network 108 includes 
a video pipe 1 12 and data pipe 1 14. Video pipe 108 delivers video to plurality of customer 
networks 110 and data pipe 1 14 delivers data to plurality of customer networks 110. Shared 
network 108 also may be configured to provide telephony service to customers, for example 

1 0 through data pipe 1 14, or telephony service may be provided through a public switch at a 
central office, as discussed below. 

[24] Element Management System (EMS) 104 may be any apphcation 
capable of receiving/discovering data from shared network 108 and plurality of customer 
yj networks 110. In one embodiment, EMS 104 is the only system that may configure and/or 

11 access data from shared network 108 and plurality of customer networks 1 10. The data 
fi received fi-om the network may include, for example, performance data, fault data, and an 
H inventory of network elements. Additionally, EMS 104 may include customer data, which 

includes data relating customers to designated physical and logical paths in shared network 

f J 108 and plurahty of customer networks 110. In one embodiment, multiple EMS 104s may be 

lib included and discover data from various elements to network 102. 

f'^ [25] Network element inventory 106 may be any database capable of 

storing data relating to network 102. In one embodiment, the network element inventory 106 
may receive data from shared network 108 and plurality of customer networks 110 directly 
thereby removing the need for EMS 104. Network element inventory 106 includes network 

25 discovered physical inventory, network discovered logical inventory, and planned network 
inventory in one embodiment. In one embodiment, network element inventory 106 is as 

described in co-pending U.S. Application No. 09/ , , entitled "MANAGEMENT OF 

VIRTUAL AND PHYSICAL NETWORK INVENTORIES" (Atty. Docket No. 020366- 
0772 lOUS). 

30 [26] In Fig. 2, network 102 is shown in more detail according to one 

embodiment. As shown, shared network 108 includes an external service provider section 
(ESP) 200, a video/data operation center (VDOC) 202, an interoffice facility (lOF) 204, 
central office (CO) 206, and midloop 208. In one embodiment, ESP 200 includes ISP 210 
and satellite 212. ISP 210 provides access to the Internet and other data services. Satellite 
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212 provides access to video and other video services. While the data and video providers 
are shown as ISP and satellite providers, it will be understood by a person skilled in the art 
that other ways of providing video and data services are possible. 

[27] VDOC 202 includes video pipe 1 12 and data pipe 114 of Fig. 1. In 
5 one embodiment, video pipe 1 12 can be configured to deliver video signals to and from ESP 
200 and/or lOF 204 through optic fiber, such as OC-12c, and data pipe 1 14 can be configured 
to deliver data to and from the ESP 200 and/or lOF 204 through optic fiber, such as OC-3c. 
However, in accordance with other embodiments of the invention, video pipe 112 and data 
pipe 1 14 can utilize any other suitable broadband connection deliver the video and data 
10 signals, such as other forms of fiber optics, wireless technologies, or the like. Thus, the 
present invention is not limited to the illustrated embodiment. 

[28] In one embodiment, video pipe 1 12 dehvers video using a video 
asynchronous transfer mode (ATM) based protocol. In one embodiment, data pipe 114 
%i delivers data using an Internet Protocol (IP) based protocol. 

p [29] Video pipe 1 12 includes a satellite dish 214, video router 216, encoder 

^ switch 218, and ATM network element (NE) 220. Data pipe 114 includes a firewall 222, IP 
''4 switch network element 224, and switch router network element 226. It should be understood 
pi that a person of skill in the art will appreciate other ways of implementing video and data 
Si pipes, such as video head-ends currently known in the art. 

go [30] lOF 204 includes synchronous optical network rings (SONET) 248. 

xl SONET 248 may be any optical network capable of delivering video and data to and from the 
VDOC 202 and central office 206. 

[31] Central Office (CO) 206 includes an ATM router NE 228 and CO 
Digital Subscriber Loop Access Module (DSLAM) 230. In one embodiment, CO DSLAM 

25 230 may be a broadband digital terminal (BDT), ATM router NE 224 and CO DSLAM BDT 
230 are coupled to lOF 230 and midloop 208 through optic fiber, such as OC-3c and OC-12c. 
Additionally, CO 206 includes a pubhc switch 230 and Main Distribution Frame (MDF) 234. 
Public switch 230 and MDF 234 is where an outside customer network is coupled to the 
shared network. In one embodiment, public switch 232 and MDF 234 provide telephony 

30 service to a customer. Additionally, MDF 234 is coupled to midloop section 208. 

[32] Midloop 208 includes a RT DSLAM 236 and may include a crossbox 
238. Crossbox 238 provides a connection from shared network 108 to plurality of customer 
networks 110. RT DSLAM 236 may include Universal Service Access Multiplexers 
(USAM), Multiple Dwelling Units (MDUs) and/or Broadband Network Units (BNUs). 
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Additionally, CO DSLAM 230 is associated to RT DSLAM 236. RT DSLAM 236 may 
include an Optical Network Unit (ONU), which acts as a router for RT DSLAM 236. 

[33] RT DSLAM 236 is a network element that is used to convert optical 
video and data signals sent from CO DSLAM 230 into electrical signals for deployment to 
5 the customer locations over electrical cable connections, such as twisted pair copper cable. 
The electrical signals may be combined with a telephone signal and are sent to customer's 
locations. By positioning RT DSLAMs 236 closer to customer locations, the reach of the 
high speed data service is extended. In one embodiment, RT DSLAM 236 is a node 
positioned in a neighborhood (fiber-to-the-node deployment) and is configured to convert the 

10 optical video and data signals to electrical signals for deployment to a plurality of customer 
locations via cross box 238 used to serve that neighborhood. 

[34] In another embodiment, RT DSLAM 236 is a terminal node for fiber- 
^^;J to-the-curb deployment and feeds service to a customer location directly without the need for 
43 cross box 238. 

11 [35] In yet another embodiment, a RT DSLAM 236 is the network element 
that is suitable for location in a multiple dwelling unit (MDU), such as an office or apartment 

H building. In this particular embodiment, RT DSLAM 236 is a variation of a terminal for 

f 1 fiber-to-the-node deployment and feeds service to the customers in the MDU directly and not 

iij through cross box 238 associated with a distribution area (DA). 

P [36] If midloop 208 includes cross box 238, cross box 238 relays signals 

rf from RT DSLAM 236 from midloop 208 to the customer. 

[37] As shown, a customer network in plurahty of customer networks 1 1 0, 
includes a home network and/or Customer Premise Equipment (CPE) 240. CPE 240 is 
coupled to the cross box 238 or RT DSLAM 236 if cross box 238 is not present and receives 

25 the video, data, and/or telephony signals. CPE 240 may be coupled to a TV 242, workstation 
244, and/or telephone 246. Thus, the customer can receive telephony, video, and/or data 
signals from the network. In one embodiment, CPE 240 may be replaced by other equipment 
capable of receiving signals from shared network 108. 

[38] It will be understood that a person of skill in the art will appreciate 

30 other ways of implementing network 102. Thus, network 102 is not limited to the above 
description. 
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Overview 

[39] Fig. 3 illustrates an overview of systems of a proactive network 
management system 300. As shown, a performance management system 302, fault 
management system 304, proactive repair system 306, trouble ticketing system 308, and 
5 network element inventory 106 are included. 

[40] Proactive network management system 300 proactively manages faults 
in network 102 by detecting faults and attempting to resolve the faults. Additionally, if the 
faults are not automatically resolvable by proactive network management system 300, 
technicians may be dispatched by the system to fix the faults. All the activities of system 300 
10 are documented and coordinated with a customer service center (not shown). Proactive 
network management system 300 proactively manages network 102, in contrast to the 
reactive management driven by customer calls reporting service problems that in turn point to 

■5!: defects in network 102. 

yj 

[41] In one embodiment, alarms are received by fault management system 
P 304. Fault management system 304 attempts to automatically resolve the problem. During 
J^'i; the resolution process, fault management system 304 may communicate with performance 
'''4 management system 302 to receive performance data. Additionally, fault management 
system 304 conmiunicates the fault to trouble ticketing system 308 for documentation. 

[42] Performance management system 302 monitors and gathers 
W performance data for network 102 and stores the data in network element inventory 106. In 
y: monitoring performance data, performance management system 302 is able to provide service 
level assurance for customers. When service degradation is detected, performance 
management system 306 may communicate with fault management system 304 or proactive 
repair system 306 to resolve the service degradation. Additionally, the degradation may be 
25 communicated to trouble ticketing system 308 for documentation. 

[43] Proactive repair system 306 receives faults from performance 
management system 302 and/or fault management system 304, In one embodiment, the 
faults that are forwarded to proactive repair system 306 are faults that were not automatically 
resolvable by fault management system 304. However, in an alternative embodiment, faults 
30 may be directly routed to proactive repair system 306. Proactive repair system 306 includes 
processes to automatically gather and correlate data related to the fault. The data then may be 
used to create a resolution strategy for a service technician to follow in repairing the fault. 
Proactive repair system 306 also may communicate with trouble ticketing system 308 to 
document the fault and the steps required to resolve the fault. 
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[44] Trouble ticketing system 308 receives fault indications from 
performance management system 302, fault management system 304, and/or proactive repair 
system 306. Trouble ticketing system 308 also may receive fault indications from outside 
customers. Trouble ticketing system 308 synchronizes performance management system 
302, fault management system 304, and proactive repair system 306 with a customer service 
center. By synchronizing data from systems 302, 304 and 306, trouble ticketing system 308 
can be used by customer service representatives (CSRs) to report known fault problems and 
repair efforts to customers when they call in. 

Performance Manaeement 

[45] Fig. 4 illustrates a system 400 for performance management of 
network 102 according to one embodiment. As shown, system 400 includes customer 
network 110, shared network 108, EMS 104, network element inventory 106, customer data 
402, and performance management system 302. The illustration of customer network 1 10 in 
Fig. 4 has been simplified to include one or more customer premise equipment devices (CPE) 
240. CPE 240 may be any equipment included in customer network 110. In one 
embodiment, CPE 240 includes residential gateway 240 or Etherset (ES) coupled to 
workstation 249, television 242, and/or telephone 246. The illustration of shared network 
108 in Fig. 4 has been simpUfied to include RT DSLAM 236, CO DSLAM 230, video pipe 
1 12, and data pipe 1 14. However, shared network 108 may include any equipment included 
in shared network 108. In one embodiment, shared network 108 is simplified into three 
clouds, a video cloud, data cloud, and video/data cloud. The video cloud includes any 
network elements of video pipe 1 12, the data cloud includes any elements of data pipe 1 14, 
and the video/data cloud includes any elements of lOF 204, CO 106, Midloop 208, and 
customer network 110. 

[46] As shown in Fig. 4, only one CPE 240 is coupled to each RT DSLAM 
236 and each RT DSLAM 236 is coupled to CO DSLAM 230. However, it should be 
understood that a plurality (more than two) of CPEs 240 may be coupled to each RT DSLAM 
236, and a plurality of RT DSLAMs 236 may be coupled to a CO DSLAM 230. Further, it is 
contemplated that network 102 may include a plurality of CO DSLAMs 230. However, for 
simphfication purposes, the discussion will address only one CO DSLAM 230. 

[47] Video cloud, data cloud, and video/data cloud transfer performance 
data to EMS 104. EMS 104 provides daily dumps of inventory and performance 
management data (statistically sampled throughout the day) to network element inventory 
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106. Additionally, network element invento3:y 106 may request real-time performance 
management data or inventory data from any cloud. In one embodiment, network element 
inventory 1 06 may use Physical Loop Tests (PLT), Operation And Maintenance (OAM) tests, 
and capacity checking tests to obtain real-time performance data from any or all components 
and/or connections in any of the clouds. 

[48] Network element inventory 106 also may include or obtain other data 
402. Other data 402 may include any customer data relating the customer to performance 
data. For example, other data 402 may include a customer ID, Network ID, or customer 
telephone number associated with the performance or inventory data. Additionally, network 
records or any other data related to network 102 may be included in other data 402. Thus, 
performance management system 302 uses other data 402 to associate network inventory and 
performance data to specific customers. 

[49] Fig. 5 illustrates one embodiment of network information that 
performance management system 302 may use to monitor and manage the performance of 
network 102. As shown, the network information may include customer equipment 
information 500, physical network transport information 502, virtual network information 
504, and customer to network information 506. Performance management system 302 uses 
the above information to monitor the operation of the network and to provide service level 
assurance to customers. 

[50] Physical network transport information 502 may include any 
information related to a physical path from ESP 200 to customer network 110. Physical 
network transport 502 may include, for example, information about network elements 
associated with a physical network path for a customer or group of customers through 
network 102. In one embodiment, physical network transport 502 includes auto-discovered 
physical inventory data, which is real-time information of the physical network transport of 
the network. Also, non-real time self-discovered physical inventory data, for example, data 
from a network database or nightly batch program may be included. Additionally, in one 
embodiment, construction inventory may be included. Construction inventory comprises 
planned inventory related to the physical network transport for the entire network, including 
to the customer locations (i.e., plans on how network 102 was to be built by a construction 
crew). 

[51] Virtual network information 504 may include virtual or logical 
network information for the entire network. The virtual information includes virtual path 
assignments and/or IP addresses for network equipment and customers. The virtual or logical 



path includes information describing how the data is transported through the physical 
network. In one embodiment, virtual network transport 504 may include auto-discovered 
virtual inventory data upon request, which is real-time information of the virtual network 
transport for the network. Also non-real time self-discovered virtual inventory data, for 
example, data from a network database or nightly batch program may be included. 
Additionally, in one embodiment, construction inventory and pre-configured settings are 
included. Construction inventory provides planned inventory related to the virtual network 
transport for the entire network, including to the customer locations. 

[52] Customer to network information 506 may include information that 
enables performance management system 302 to map customers to the flow of data through 
the physical network transport and the virtual network transport. In one embodiment, 
customer network information 506 includes other data 402. Additionally, customer network 
information 506 allows performance management system 302 to map network faults 
occurring for one customer to other customers that may be experiencing the same service 
issues. Additionally, in other embodiments, other systems, such as fault management 302, 
trouble ticketing 308, and proactive repair 306 may map customers to network faults. 

[S3] Customer equipment information 500 includes information related to 
the equipment provided to the customer (CPE 240). Customer equipment information 
includes the type of device the customer has, and the service level the customer is supposed 
to receive. For example, the customer may expect to receive data at a certain rate and receive 
a certain number of video channels. Thus, performance management system 302 needs to 
know the type of device the customer owns in order to communicate with the device, and 
needs to know the service levels agreements with the customer in order to validate that the 
customer is receiving the correct service level. In one embodiment, customer equipment 
information 500 includes real-time physical sampling of video and data being provided to 
customers. By monitoring the actual video and data flow to each customer, the system can 
determine whether the proper service is being provided. For example, service profile 
characteristics may include threshold values for an assured service level for the customer. 
The threshold values may be individually tuned to customers or may be standardized across 
network 102. 

[54] The above described information then is used obtain and monitor 
performance data for each customer or groups of customers. Thus, performance data for 
identified customer equipment 500, physical network transport 502, and virtual network 
transport 504 is collected. For example, performance management system 302 collects 
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physical and virtual performance management data for the video/data cloud data, IP 
performance management data for the data cloud, and video ATM performance management 
data for the video cloud. 

[551 Physical and virtual performance management data for the video/data 
cloud may include physical and logical information related to the flow through or flow traffic 
on the self-discovered physical network transport for customers in the entire network. For 
example, the video/data cloud data may include performance data from CPE 240, routers, RT 
DSLAM 236, and CO DSLAM 230 for an identified customer, for various groups of 
customers, or for all customers. 

[56] Performance management data for the data cloud includes the flow of 
IP data through data pipe 114. The data cloud performance management data provides 
physical or logical data related to the flow of traffic through data pipe 114 for an identified 
customer, for various groups of customers, or for all customers. 

[57] Performance management data for the video cloud includes 
performance management information about the flow of video ATM data through video pipe 
112. The video cloud performance management data provides physical or logical data related 
to the flow of traffic through video pipe 1 12 for an identified customer, for various groups of 
customers, or for all customers. 

[58] Fig. 6 illustrates one embodiment of a method for managing the service 
performance on network 102. In one embodiment, the performance of xDSL service for 
customers is managed. 

[59] In step S600, one or more customers are identified for performance 
management. It should be understood that performance management may be performed for 
any number of customers in network 102 concurrently, including a subset of customers or all 
customers. 

[60] In step S602, a service profile for the identified customers is 
determined. The service profile includes threshold values for the service. For example, 
characteristics such as the minimum flow of data through network elements in network 102 
for the one or more customers is determined. 

[61] In step S604, a physical network transport is identified for the one or 
more customers. The physical network transport includes a physical path of transport 
network elements for the one or more customers. 

[62] In step S606, a logical network transport through the physical network 
transport is identified for the one or more customers. Once the logical and physical network 
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transports are identified, performance data is monitored for the logical and physical network 
transports (Step S608). The performance data may be monitored in real-time and/or non real- 
time. 

[63] In step S610, the performance data is compared with the service profile 
5 for the one or more customers. Step S612 determines if the service profile is violated. If the 
performance data does not violate the service profile, network 102 is operating according an 
assured service level (Step S614). However, the performance data may indicate that 
thresholds in the service profile may be in danger of being exceeded (Step S616). If not, 
network 102 is considered to be operating within the assured service level (Step S618). 
1 0 However, if the service profile is in danger of being exceeded, performance management 
system 302 may issue an alarm and/or communicate with trouble ticketing 308 so the 
problem may be monitored (Step S620). 

[64] If the performance data does violate thresholds in the service profile, 
J! network 102 is not operating at the assured service level (Step S622). For example, 
B; utilization of any of the transport network elements may have exceeded the threshold values, 
vij In step S620, an alarm is issued or trouble ticketing 308 is contacted. 

' [65] In step S624, the history of the performance data is saved, 

ip [66] In one embodiment, performance management system 302 may 

Pi monitor any combination of network clouds and detect when utilization of transport network 
|5 elements exceed threshold values. If threshold values are exceeded, an alarm or trouble ticket 
t may be issued. Additionally, performance management system 302 provides performance 
management data that may be used for fauh isolation. Also, performance management 
system 302 may identify a user community impacted by the threshold conditions. Thus, users 
may be notified of problems before they are detected. Further, performance management 
25 system 302 may store performance history data and create reports using the performance 
history data. 

[67] Thus, performance management system 308 is capable of continuously 
monitoring network 102 for a customer and providing service level assurance. Also, an end- 
to-end monitoring of customer network 1 10 and shared network 108 is provided. This 
30 ensures that service levels are being met for the entire network 102. Additionally, proactive 
notification and detection of faults are provided by performance management system 302. 
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Fault Management System 

[68] Fault management system 304 may be any system capable of isolating 
an alarm or failure. Fault management system 304 receives multiple failures from network 
102, However, many of the failures will have been caused by a root cause failure. Thus, 
5 fault management system 304 determines the root cause of the failure because rectifying the 
root cause should resolve other failures caused by the root cause. 

[691 Fault management system 304 accesses network element inventory 106 
for customer records, network topology records, and a network layer definition. The 
customer records are used to determine the customers affected by the root cause failure or all 
10 other related failures. The network topology includes physical network transport information 
and is used to correlate the failure to determine failures related to the root cause. The 
network layer definition includes virtual network transport information and is used to 

'-y correlate the failure to determine failures related to the root cause. The related failures are 

If J then filtered or suppressed by fault management system 304. 

[70] Fig. 7 illustrates a chart 700 of possible alarms according to one 

'-^1 embodiment. As shown, chart 700 includes actionable hard alarms 702, actionable soft 

^ alarms 704, unactionable informational alarms 706, and unactionable soft alarms 708. 

5f [71] Informational alarms 706 are not resolvable by fault management 

Q system 304 and may be analyzed to predict that a network failure is about to occur. 

r|0 Additionally, unactionable soft alarms 708 are soft alarms that are generated as the result of 
hard alarms 702. Unactionable soft alarms 708 are not actionable because the root cause of 
the soft alarm is the hard alarm and once the hard alarm is resolved, the unactionable soft 
alarm should be resolved. Fault management system 304 does not does not attempt to resolve 
unactionable soft alarms 708 and informational alarms 706. 

25 [72] Hard alarms 702 are network failures of the physical network. For 

example, hard failures are equipment failures, such as RT DSLAM 236 port/card failures, 
cuts of cable/fiber, CPE 240 failure alarms, or any other alarm that does not require 
additional analysis to determine a root cause. Thus, hard alarms 702 are alarms that do not 
require any additional analysis to determine a root cause and the hard alarm received is the 

30 root cause. 

[73] Soft alarms 704 are alarms that require additional intelligence 
gathering to isolate and resolve the alarm. In one embodiment, soft alarms 704 are failures of 
the logical network. For example, soft alarms 704 may be service related failures, such as 
Internet protocol (IP), or Asynchronous Transfer Mode (ATM) failures. 
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[74] Thus, depending on the failure, fault management system 304 may or 
may not know if the failure is a root cause. If the failure is a hard failure, fault management 
system 304 does not need to perform any additional analysis to determine the root cause of 
the failure. However, if the failure is a soft failure, fault management system 304 may need 
5 to perform additional analysis to determine the root cause failure. Accordingly, the fault 
management system 304 includes processes that query the network to determine and isolate 
the root cause, 

[75] Once the root cause is known, fault management system 304 attempts 
to resolve the problem created by the root cause. If the problem cannot be automatically 

10 resolved by fault management system 304, trouble ticketing system 308 is contacted and a 
repair ticket is created. The repair ticket is then referred to proactive repair 306. 

[76] Fig. 8 illustrates a method for fault managing hard alarms 702 
yi according to one embodiment, 

11 I [77] In step S800, a hard failure or alarm is discovered or received by fault 
i§ management system 304, A hard failure does not require any additional analysis and is by 

M definition, the root cause of the failure. In one embodiment, components of the network self^ 

discover the failures and automatically send them to fault management system 304. 
JiJ [78] Once the hard failure is received, the failure may be used to isolate 

O other alarms. In step S802, the failure is correlated and filtered. In correlating the alarm, the 
SD process interacts with the network topology data dictionary in network element inventory 1 06 
^ to correlate the alarm with other related alarms (Step S804). The network topology 

dictionary includes a description of physical network elements and how the network elements 
are physically coupled within network 102. Fault management system 304 uses the hard 
failure and the network element that generated the hard failure to determine upstream and 
25 downstream network elements from the network element that generated the hard failure. 
Once the upstream and downstream network elements are discovered, alarms from the 
discovered upstream and downstream network elements may be filtered or suppressed. 

[79] Correlating and filtering alarms that are not the root cause allows fault 
management system 304 to focus on resolving the root cause of the alarm. Once the root 
30 cause of the alarm is resolved, other related alarms generated by the root cause failure may be 
automatically resolved because the related alarms were generated as a result of the root cause 
alarm. Thus, instead of focusing resources on resolving all alarms in network 102, resources 
are focused on resolving the root cause failure, which automatically resolves the related 
failures. 
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[80] In step S806, a hard failure is created to the effected customer base. 
The process interacts with the customer layer data dictionary in network element inventory 
106 to map, in real time, affected customers against the alarm (Step S808). Thus, all 
customers affected by the alarm and/or the root cause of the alarm are discovered. 
5 Additionally, the process contemplates that once the root cause is known, all customers 
affected by the root cause are determined, which includes all customers affected by any 
related failures caused by the root cause. 

[81] Once the affected customer base is mapped, trouble ticketing 308 is 
contacted and a repair ticket is issued against the hard failure (Step S810). Additionally, 

10 notification may be placed in all customer records of an open repair ticket (step S8 12). hi 
one embodiment, this process may be performed automatically by fault management system 
304 or a customer service attendant may place notification in the customer records. Both of 

y;i the above steps, S810 and S812, are accomplished in real time. 

11 I [82] Once trouble ticketing 308 is notified, the process attempts to resolve 
13 the isolated alarm (Step S814). In resolving the alarm, fault management system 304 may 

execute a predefined resolution procedure based on a type of the alarm or an alarm number. 
^, " This process is done automatically by fault management system 304. In one embodiment, the 
5:f resolution of the failure involves compensating for the failure by re-routing customers 

affected by the failure to a different route through network 102. 

30 [83] Once the alarm is resolved, trouble ticketing 308 is contacted and the 

-WW. 

repair ticket is closed (step S816), In step S818, the repair or resolution is validated. In this 
step, fault management system 304 may validate the alarm by querying network 102 to 
determine if a failure is still being reported. For example, virtual and physical connectivity 
tests may be performed. In one embodiment, the tests include OAM and Physical Loop 

25 Tests. Once the repair is validated, notification in the customer record of an open ticket is 
removed (Step S820). 

[84] Additionally, the above process may include notification of all 
customers affected by the hard failure personally. Additionally, all customers affected by the 
hard failure may be notified that the hard failure has been resolved. All the above steps may 

30 be done automatically and in real time without the need for any manual steps. Thus, a 
process for isolating a hard failure, notifying customers affected by the hard failure, and 
resolving the hard failure is accomplished automatically. 

[85] Fig. 9 illustrates a process for fault managing a soft failure according 
to one embodiment. In step S900, a soft alarm is discovered or received by fault management 
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system 304, Soft failures may be more complicated than hard failures because soft failures 
may require additional intelUgence gathering to isolate and resolve the failure. When a 
failure is a hard failure, the alarm itself is a root cause alarm and thus, no problem isolation is 
required. However, when an alarm is a soft alarm, the cause of the alarm is undetermined 

5 and additional problem isolation may be required, 

[86] Once the soft failure is received, the soft failure may be used to isolate 
other alarms. In step S902, the failure is correlated and filtered. In correlating the alarm, the 
process interacts with the network topology data dictionary and the network layer definition 
in network element inventory 106 to correlate the alarm with other related alarms (Step 

10 S906). The network layer definition includes a logical map of the virtual network, such as 
assignments in video Asynchronous Transfer Mode (ATM) protocols or Internet Protocol 
(IP)/ATM data protocols. Fault management system 304 uses the soft failure and the 

kD network element that generated the soft failure to determine upstream and downstream 

P 5 physical and virtual network elements. Thus, a physical and virtual map of a upstream and 

tS: downstream network affected by the soft failure is discovered. 

^^.| [87] Once the upstream and downstream network is discovered, the alarm 

' type is looked up in a rules engine and an isolation script is executed (Step S908). The 

isolation script isolates a root cause of the failure. In step S910, the isolation script gathers 
Q performance data from the network element that produced the soft failure and the upstream 
20 and downstream network elements. The performance data may mclude the speed data is 
l^'^ flowing through the network element that produced the soft failure and the discovered 

upstream and downstream network elements. Thus, fault management system 304 may flag 

network elements that have violated threshold values and/or experienced a degradation in 

service levels. 

25 [88] Additionally, in step S912, the isolation rules initiate line test tools, 

such as such as virtual and physical connectivity tests. For example. Physical Loop Tests and 
0AM tests are executed. The tools gather data on the network element that produced the soft 
failure and the discovered virtual and/or physical upstream and downstream network. Fault 
Management system 304 then analyzes performance management data, test data, and any 

30 other relevant data to determine a root cause of the soft alarm. 

[89] Correlating and filtering alarms that are not the root cause allows fault 
management system 304 to focus on resolving the root cause of the alarm. Once the root 
cause of the alarm is resolved, other related alarms generated by the root cause failure may be 
resolved because the related alarms were generated as a result of the root cause alarm. Thus, 
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instead of focusing resources on resolving all alarms in network 102, resources are focused 
on resolving the root cause failure, which automatically resolves the related failures. 

[90] In step S914, a soft failure is created to the effected customer base. 
The process interacts with a customer layer data dictionary in network element inventory 1 06 
to map, in real time, affected customers against the alarm (Step S916). Thus, all customers 
affected by the alarm and/or the root cause of the alarm are discovered. Additionally, the 
process contemplates that once the root cause is known, all customers affected by the root 
cause are determined, which includes all customers affected by any related failures caused by 
the root cause. 

[91] Once the affected customer base is mapped, trouble ticketing 308 is 
contacted and a repair ticket is issued against the hard failure (Step S918). Additionally, 
notification may be placed in all customer records of an open repair ticket (step S920). In 
one embodiment, this process may be performed automatically by fault management system 
304 or a customer service attendant may place notification in the customer records. Both of 
the above steps, S6 and S7, are accomplished in real time. 

[92] Once trouble ticketing 308 is notified, the process attempts to resolve 
the isolated alarm (Step S922). In resolving the alarm, fault management system 304 may 
execute a predefined resolution procedure based on a type of the alarm or an alarm number. 
This process is done automatically by fault management system 304. In one embodiment, the 
resolution of the failure involves compensating for the failure by re-routing customers 
affected by the failure to a different route through network 102. 

[93] Once the alarm is resolved, trouble ticketing 308 is contacted and the 
repair ticket is closed (step S924). In step S926, the repair or resolution is validated. In this 
step, fault management system 304 may validate the alarm by querying network 102 to 
determine if a failure is still being reported. For example, virtual and physical connectivity 
tests may be performed. In one embodiment, the tests include OAM and Physical Loop 
Tests, Once the repair is validated, notification in the customer record of an open ticket is 
removed (Step S928). 

[94] Additionally, the above process may include notification of all 
customers affected by the hard failure personally. Additionally, all customers affected by the 
hard failure may be notified that the hard failure has been resolved. All the above steps may 
be done automatically and in real time without the need for any manual steps. Thus, a 
process for isolating a hard failure, notifying customers affected by the hard failure, and 
resolving the hard failure is accomplished automatically. 
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[95] Fault management system 304 may also store alarm history data. 
Additionally, system 304 is able to create reports using the alarm history. 

[96] Fault management system 304 reduces a number of trouble tickets 
created by CSRs for network related troubles because, in most cases, system 304 has detected 
a network alarm and already created a trouble ticket before a customer calls the CSRs about 
the problem. Additionally, fault management system 304 runs unattended without the need 
of supervision for monitoring and reacting to alarms reported by network 102. Additionally, 
fault management system 304 supports automatic routing of faults to trouble ticketing 308. 
Additionally, system 304 supports the capability to automatically notify customers of trouble 
tickets. Additionally, system 304 supports the capability to automatically notify customers of 
trouble ticket resolution. In one embodiment, the notification may be by the web, email, CPE 
240, or any other system capable of notifying a customer. Additionally, the system has the 
ability to classify/change alarm types as hard, soft, informational, and unactionable soft. 
Thus, fault management system 304 proactively detects, resolves, and documents faults in 
network 102. 

Proactive Repair 

[97] Proactive repair system 306 receives indications of faults from fault 
management 304 and/or performance management 302. Additionally, proactive repair 
system 306 may receive faults from outside sources, such as customers through a web 
interface, customer service representatives that have received repair request calls from 
customers, or outside consultants. However, proactive repair system 306 is designed to 
facilitate the repair of faults in network 102 before contact from outside sources is received, 

[98] In one embodiment, proactive repair system 306 receives faults that are 
not automatically resolvable by fault management system 304. However, proactive repair 
system 306 may receive indications of faults directly. In most cases, a technician is 
dispatched by proactive repair system 306 to repair the fault. However, proactive repair 
system 306 may be able to diagnose a fault and self-heal network 102, In situations where a 
technician is dispatched, it is desired to minimize the time taken to repair a fault. Thus, 
proactive repair system 306 attempts to minimize repair time by collecting and correlating 
data from network 1 02 and providing a pre-defined resolution procedure based on the fault 
and the data. Data may be, for example, test results from virtual and physical connectivity 
tests, performance data, and customer data. Also, in one embodiment, proactive repair 
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system 306 follows fault management system's 304 process for isolating and correlating hard 
and soft alarms of network 102. 

[99] In one embodiment, proactive repair system 306 performs physical and 
virtual connectivity tests. The physical connectivity test evaluates the connectivity of 
5 physical network elements of network 102, In one embodiment, the physical connectivity 
test is a Physical Loop Test (PLT). The virtual connectivity test evaluates the coimectivity of 
virtual network elements of network 102. In one embodiment, the virtual connectivity test is 
an OAM test. In another embodiment, the physical and virtual connectivity tests may have 
been performed by fault management system 304 and thus, the tests may be unnecessary. In 
10 order to perform the tests, proactive repair system 306 and fault management system 304 
access and run the tests directly without supervision or monitoring. 

[100] Typically, the physical connectivity test is coupled with a traditional 
if Plain Old Telephone Service (POTS) repair tool. Thus, the repair tool must be accessed to 
Ifj perform the test. However, accessing the tool is time-consuming and costly. Therefore, in 
13 one embodiment, the physical connectivity test is de-coupled from the POTS repair tool. The 
^ test is then performed without having to access the POTS repair tool. Additionally, results 
>j: from the test are not tied to the POTS repair tool and may be stored in a centralized database, 
|yj such as network element inventory 106. 

Q [101] In one embodiment, a PLT is performed when a POTS card is located 

So within RT DSLAM 236. 

[102] Typically, the virtual connectivity test requires discovering a Network 
Interface Card (NIC) address for a network access device (i.e., CPE 240). Using the NIC ID, 
customer account information may be retrieved and then the virtual connectivity test is 
performed using the customer account information. Accordingly, performing the test is time- 

25 consuming and complicated. However, network element inventory 106 correlates data for a 
customer so proactive repair system 306 may perform the virtual connectivity test using a 
service area identifier, such as a telephone number. Instead of locating a corresponding 
network element, a NIC ID of CPE 240, and customer account information to test the virtual 
connectivity, the virtual connectivity test is automatically performed using the service area 

30 identifier. The relevant information for the test has been correlated allowing the test to be run 
with only the service area identifier. For example, from the identifier, the test may access 
network element inventory 106 and receive the NIC ID and customer account information 
needed to perform the test. 
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[103] Fig. 10 illustrates a method for proactively managing a fault according 
to one embodiment. In step SI 000, a fault is received by proactive repair system 306. In one 
embodiment, the fault has already been processed by fault management system 304. Thus, 
fault management system 304 may have produced data, such as network correlation data, 
5 usable by proactive repair system 306. Network correlation data may be, for example, root 
cause analysis data identifying a network element that caused the fault, correlated upstream 
and downstream physical and virtual network transport information and a list of customer's 
affected by the fault and related faults. In another embodiment, proactive repair 306 performs 
the processes as described in the section labeled fault management to correlate network data 
10 to the fault, 

[104] In step SI 002, network correlation data collected. 

[105] In step S 1004, physical connectivity data is collected from a physical 
m connectivity test performed on network 102. Proactive repair system 306 performs the test 
ill using the network correlation data. In one embodiment, the test is performed on the upstream 
III and downstream physical network transport, 

/'I [106] In step SI 006, virtual connectivity data is collected from a virtual 

conductivity test performed on network 102. Once again, proactive repair system 306 

2S performs the test using the network correlation data. In one embodiment, the test is 
performed on the upstream and downstream virtual network transport. 

IIP [107] In step SI 008, network correlation data, physical connectivity data, 

and virtual connectivity data is correlated based on the fault. 

[1 08] In step S 1 0 1 0, a predefined resolution procedure is provided based on 
the fault, network correlation data, physical connectivity data, and virtual connectivity data. 
The predefined resolution procedure provides steps for a technician to follow in order to 

25 resolve the fault. A predefined procedure may include how to replace the defective network 
component in a network element. For example, work steps describing how to resolve the 
fault are provided for a technician. 

[109] Fault Management system 304 allows network 102 to self-discover 
faults and attempt to resolve the faults. However, if the faults are not automatically resolved, 

30 proactive repair system 306 receives the fault and provides an opportunity for quick 

resolution by a technician. The system correlates data, tests the network, and provides a pre- 
defined resolution strategy. Thus, a fault may be resolved before a customer service 
representative is contacted by an outside customer experiencing the fault. 
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Proactive Service Request Management and Measurement 
[110] Referring to Fig. 3, trouble ticketing system 308 is coupled to fault 
management system 304, proactive repair system 306, performance management system 302, 
and network element inventory 106. Additionally, trouble ticketing 308 is coupled to a 
5 customer service system (not shown). 

[Ill] Trouble ticketing 308 may receive indications of faults from fault 
management 304, proactive repair system 306, and performance management system 302, 
Additionally, the indications of the faults may include any proactive analysis the sending 
system had performed on the fault. For example, the analysis may include a root cause 

10 analysis, performance data, steps taken to resolve the fault, where the fault originated, a hst 
of customers affected by the fault, etc. Once receiving the fault, trouble ticketing 308 creates 
a repair ticket for the fault and groups customers affected by the fault to the repair ticket. 

# Customer service is then notified of the fault and the hst of customers. Also, fault 

flj management 304, proactive repair system 306, and performance management system 302 are 

11 notified of the fault. Additionally, any analysis that was done may be passed on to the 
customer service. 

\ I 

^ [112] Thus, trouble ticketing 308 provides a centralized system for 

synchronizing the proactive network systems and customer service center. Therefore, when a 

C3 fault is detected, fauh management 304, proactive repair system 306, performance 

|||0 management system 302, and trouble ticketing 308 are all notified of the fault and system 

handling the fault. By synchronizing the systems, redundant operations for repairing the fault 
are avoided. For example, fault management system 304 may discover a fault and begin to 
automatically resolve the fault. That fault may be or may have a root cause that has caused 
many other faults. Additionally, customer service may receive calls from customers that 

25 have detected problems for the fault discovered by fault management system 304 and other 
related faults. Accordingly, customer service may unknowingly dispatch technicians to 
repair the faults because they are not aware of the repair efforts of fault management 304, 
proactive repair system 306, and performance management system 302. Also, multiple calls 
may be received and multiple technicians dispatched to repair the problem. Further, it is 

30 possible that other systems, such as performance management 306 and proactive repair 
system 306, may detect a fault or related fault and initiate an independent repair process. 
Thus, multiple systems may be actively attempting to repair faults caused by the root cause 
fault. 
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[113] Trouble ticketing 308 synchronizes fault management 304, proactive 
repair system 306, performance management system 302, and customer service preventing 
redundant efforts to repair the problem. Once a fault is detected by either fault management 
304, proactive repair system 306, and performance management system 302, a root cause 
fault is isolated and correlated with other faults. Additionally, a list of customers affected by 
all the faults is generated. Once the fault is received by trouble ticketing system 308, a repair 
ticket is created and communicated to fault management 304, proactive repair system 306, 
performance management system 302, and customer service. Thus, all systems know what 
the other systems are doing preventing redundant repair operations. 

[114] Additionally, customer service representatives (CSRs) fielding 
complaints from customers experiencing network problems related to the fault will already 
know of the fault has been detected and the status of the fault. The CSR handling the call 
may also use all the information generated from the proactive network process assist the 
customer. Also, because all tests were performed by fault management 304, proactive repair 
system 306, and performance management system 302, the CSR does not have to waste time 
performing any tests or analysis. Thus, customer contact time is reduced and customers are 
more satisfied, 

[115] Fig. 1 1 illustrates a method for managing a proactive repair process 
according to one embodiment. In step SI 100, a fault is detected by a proactive network 
repair system, such as fault management 304, proactive repair system 306, and performance 
management system 302. In one embodiment, the detecting system may perform additional 
analysis on the fault. For example, a root cause analysis, correlation of performance data, 
and correlation of a list of customers affected by the fault, etc. may be performed. 

[116] In step SI 102, an indication of the fault is sent to trouble ticketing 
system 308. Once receiving the indication, trouble ticketing 308 creates a repair ticket for the 
fault and any related faults. In step S1104, customers affected by the fault are correlated to 
the repair ticket. In one embodiment, if the list of customers affected by the fault was not 
already created, trouble ticketing 308 performs the analysis. Correlating customers to the 
repair ticket notifies any system communicating with the correlated customers that a repair 
ticket has been created for the customers and the repair process is being addressed. 

[117] In step S1106, the repair ticket is communicated to the customer 
service system. Additionally, the correlated list of customers is provided. The 
communication is preferably received before a customer calls the customer service system. 
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Also, in step SI 108, the repair ticket is communicated to the proactive network systems that 
did not detect the fault. 

[118] The above description is illustrative but not restrictive. Many 
variations of the invention will become apparent to those skilled in the art upon review of the 
disclosure. The scope of the invention should, therefore, be determined not with reference to 
the above description, but instead should be determined with reference to the pending claims 
along with their full scope and equivalents. 
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